Secure and robust life science data
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management enables compliance with
stringent cybersecurity directives

Achieve complete security and traceability across all
scientific data streams, through vendor-agnostic labora-
tory data integration and management.

In the modern lab environment, integrity, traceability and
security of data is critical. Regulatory requirements and
quality standards demand complete traceability and docu-
mentation covering all aspects of the analytical process.
Simultaneously, scientists strive for deeper integration and
easier usability of data in today’s heterogeneous laboratory
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IP Protection Brand Reputation

Instill and retain brand
confidence to build positive
customer alignment.

Secure the knowledge that
supports the future of the
organization.

Scientific data security is critical to organizational success

Regulations such as ISO/IEC 17025 and 27001 already
demand a certain level of organizational data security, and
with the implementation of the NIS-2 Directive, numerous
sectors will need to implement stronger cybersecurity
strategies. The Splashlake and Thales solution provides
secure and unquestionable audit trail evidence that supports

compliance to the new regulations.
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Digital signatures across a typical scientific workflow
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environment. With increasing digitalization, the onus is on
Information Security teams to mitigate risks such as
compliance violations, data loss, IP theft, espionage, IT
outage and ransomware, all of which could significantly
impact the organization. In close cooperation, Splashlake
and Thales offer a new approach to help organizations
ensure their laboratory data remains completely secure and

legally compliant.
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LR Regulatory Compliance

Analysis
Eliminate wasted time and
cost of repeating tests due to
loss of or incomplete data.

Maintain compliance with
standards such as NIS-2,
ISO 27001 and ISO 17025.

The solution is based on the AnIML standard (Analytical
Information Markup Language) and offers cryptographically
secured, trustworthy and end-to-end traceability of the

entire laboratory process.
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The Splashlake and Thales Difference:

Data is digitally signed directly after it leaves an instrument,

cryptographically securing data integrity.

Identities and signing keys are securely stored on Thales
hardware tokens (on instruments or smart cards), keeping
them safe from internal and external threats.

Since signatures are held in AnIML files, authenticity of the
datais not repository dependent. Signed files can be verified

standalone, even decades from now.

Multi-level digital signatures provide complete traceability,

secured through intelligent crypto key lifecycle management.
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m Confident use of cloud storage with encryption-at-rest.
"Bring/Hold Your Own Key" technology ensures that the
cloud provider has no access to data.

B For ultimate cloud sovereignty, an optional Hardware Security

Module (HSM) holds the physical key.
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Users access the system with
Thales SafeNet IDPrime Smart
Card and PIN number, to review
and sign actions or results. Their
key is stored on the card.

Splashlake records digital
signatures to authenticate lab
execution steps, measurements
taken or records created
across scientific workflows.

Thales CipherTrust Manager and
HSM enable organizations to en-
crypt their data and ensure cloud
provider has no access to content.

Cryptographically secured data protects confidentiality and secures data integrity

Many organizations are concerned with the management of
long-term traceability and data integrity. Splashlake’s
vendor-agnostic data management and Thales’ advanced
signature processes and cryptography ensure that instru-
ment data can be viewed and processed even without access
to the original software - a significant advantage for those in
regulated industries with long-term archival requirements.
When applied to a holistic production and laboratory

process, from placing an order to transmitting results, the
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technology significantly improves efficiency, security, digital
governance and compliance, and protects sensitive data
throughout the entire life cycle.

From requesting a test to collating and acting on results,
through to data archival, the combined Thales and Splashlake
solution significantly improves efficiency, security, end-to-end
data integrity and compliance, and offers peace of mind for
your sensitive data throughout the entire life cycle.

splashlake.com



